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Theoretical frameworks of human behaviour

Although commonly used theories in IS such ae the
Tecmology Acceptance Model (TAM), Diffusion of
Inmovation {DOT), Information Proeessing Theory (IPT) and
the Delone and Mclean's IS success model were reviewed,
they did mot contribute direetly towards the research
objective. The theoretical constructs presented in this
section are less common, although not completely absent, in
IS research, but were found to be more applicable towards
designing interventions that shape human behaviour, and
ultimately inprove online secunity

Socio-technical Theory

The Socio-techmical Theory (STT) was bom out of research
econduered info implementation problems experienced with
the infroduction of technology which is often met wath
resistance by users and as a result faill to achieve the
expected  benefits,. STT  researchers, mainly from
behavioural sciences, suggest that a fit berween the tectmical
sub-systemn and the social subsystern is required. The
techmieal subsystern comprises the deviees, wols and
techmigues, while the social subsystern comprises the
employees and the knowledge, skills, attitudes, values and
needs they bring to the work environment, as well as the
reward systemn and authonity stroctures that exist within the
organization {Davis, Challenger, Jayewardene & Clegg,
2014:172)

One of the first applications of the STT prinaples in 15 was
the work of Bostrom and Heinen (1977:11-28) that provided
new ingsights on management nformation systems problems
and faihoes An IS development methodology on socio-
techmical principles, called ETHICS, was also designed by
Mumford (1995) Clegg's work brought STT into the online
domain by outhming the way in which socio-technical
principles ean be implemented to encompass the impact of
the ntemet (Clegp, 2000} Although not as ommipresent as
some of the more well-known 1S theories, STT seems to
emjoy growth i the IS secunty domain where discourse
eoncermng the HCI remams active

The cornerstont of the socio-technical approach i thar a fir
should be achieved by a design process aiming at the jort
optimisation of the subsystems, ie any orgamisational
systern will maximise performance omly if  the
mterdependency of subsystems is explicitly recogmissd
Hence any designer must seek out the impaet each
subsystemn has on the other and aim to achieve superior
results by ensuning that all the subsystems are werking m
harmony (Cherns, 1976 as cited by Davis et al, 2014:173)
This prinviple is well-established in the IS secunity domain
where the TAM, for example, includes "Ease of Use” as a
key artnibute towards technology adoption, as well as in I8
seeunty research where the duality of the system's controls
and the user's ability determane the attained level of
SECUNTY,
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Theory of Planned Behaviour

The Theory of Plamed Behaviow (TPB) is a popular
theoretical model used to deal with user behaviour, or rather
the infent to behave in a particular manner (Ayzen, 1991)
The premizes of the TPB, namely that there are different
aspecis that mmfluence behaviour {in this insEnee password
performance), fnds subsantive support in the Breranire.
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Figure 1: Theory of Planned Behaviour
Souree: Ayzen (1991)

The TPB suggests that the imtention to perform different
behasviours can be predicted fom Attitudes fowards
behaviour, Subjective normms and Perceived behaviowral
control (refer Figure 1), According to Ajzen (1991) these
intentions acsount for a eonsiderable amourt of vananet in
the actual behaviour. A fter recent calls (Smiehotta, Presseau
f Araijo-Soares, 2014:1-7) for the TPB to be mjected by
the acaderme commumity, Ajzen (2014) supplied an
exeellent rebuttal pointing to the massive contmbution of
research using the TPE over more than two decades. The
TPE have been used extensively in IS research to study
mformation security policy comphiance (Burew, Cavusoglu
& Benbasar, 2010:523-548), privacy in the digial age
(Bélanger & OCrosder, 2011:1017) and predicting the
adoption of online procurement adoption (Aboelmaged,
2010-392)

Althouph thess beBiefs all mfluence the ifention to perform
certain actions (behaviowrs), the large maonty of the
existing Herature in the IS field, such as many studies on
the techmolopy acceptance model (TAM), has focused
mostly on mvestigating amimude and s antecedents
{behavioural beliefs) becanse these beliefs can be reshaped
by external miervenfioms {in the form of objective
information concermng mformation technologies and their
design) to mfluence those behavioural behiefs and, in tum,
improve attnde toward behaviour (Wixom & Todd, 2005)

The foeus on Attitude towards behaviour is significant in the
context of this study since the user's outcome belisve
largely shapes their attitude towards their password selection
and management Whether a user feels secure or are
concemed about a possible secunity breach, would largely
shape their behaviour (meganively). The nisk or value
associated with the site being visited also plays a role in
atitde, as well as the users” perception of potennial positive
or negative consequences associated with their action,
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